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1. Rationale and Scope

1.1 This policy seeks to set the goals and objectives of Information Technology (IT) Security at the University of New England (UNE). These goals and objectives will refer to relevant Australian and International standards and laws relevant to IT Security to inform of:-

· Standards that UNE will be held accountable to.

· The regulatory requirements to which UNE must comply.

1.2 Additional IT Security control and measures implementing this policy are included in IT Security Objectives and Framework document, which are related to the objectives identified in IT Security Policy but are out of the scope of the policy itself.  

2. Principles

2.1 Information is essential to the effective operation of  the University. Accordingly, information should be afforded suitable protection. This is particularly the case when considering the increasing dependency on online, collaborative and interconnected environments. There is a corresponding increase in the scope and nature of threats and vulnerabilities in such environments. A planned approach is required to minimise risk.

2.2 Such information takes on a variety of forms and in all cases, whether physical or electronic, suitable methods must be implemented to ensure it is protected.
2.3 The aim of Information Security is to protect UNE information assets from threats that exist and which may impact the integrity of UNE operations.

3. Policy

3.1 Information technology security can be achieved by purposed and planned management. This means setting out clear objectives for information security that identify and quantify risks, undertaking risk mitigation, and ensuring adherence to IT security measures across the University community. 

3.2 The University understands the importance of active management of IT security. Accordingly, the University undertakes to:

· Provide direction and support for information security in accordance with relevant legislation, and other University policies and guidelines. 

· Demonstrate commitment to information security through maintaining  an up-to-date IT security policy.

Responsibilities 

The Vice-Chancellor has responsibility for approving and enforcing IT Security Procedures. Senior management, UNE IT user community, and third party responsibilities are outlined in IT Security Procedures.

4. Specific compliance requirements 

4.1 Compliance with legislative, regulatory, and contractual requirements.
The University complies with the Federal Privacy Law as it applies to Australian and NSW government agencies, and complies with the Workplace Surveillance Bill (2005).  The extent to which information on the use of computers and IT systems is logged and conditions under which that information may be released is defined in the University’s Rules for the Use of Information and Communication Facilities and Services.  

4.2 Security education, training, and awareness requirements.
Access to the University’s computing network and systems requires that the applicant agree to comply with the University’s Rules for the Use of Information and Communication Facilities and Services which encompass the basic security requirements of the University’s ICT systems.
4.3 Business continuity management.
ITD have policies and monitoring activities in place to protect the security of the University’s ICT systems and ensure business continuity for the University.  Where a security-related activity occurs that represents a risk to business continuity ITD will act to protect the University in accordance with the IT Security policy violation response outlined below.
4.4 Consequences of IT security policy violations.
(a) If the security of the University’s ICT systems is at risk or under attack, ITD will immediately act to disable or disconnect any offending device to isolate it from the University’s network. Where the security breach is from outside the University’s network ITD will act to protect the network in whatever way it sees fit depending upon the type of breach.

(b) Where breach of a security policy occurs as a result of any action or inaction by a University staff member, student, third party or other user of University network services, ITD will act in accordance with the Rules for the Use of Information and Communications Facilities and Services.

5.
Standards

5.1 IT Security Policy objectives are directly derived from those listed in “AS/NZS 27002:2006 Code of Practice for information security management”, Clauses 5-18. In this way, the University seeks to ensure that UNE’s IT Security imperatives are demonstrably aligned with best practice for the IT industry and corporate governance requirements.

5.2 The relevant Policy objectives are listed in IT Security Objectives and Framework document.
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Relevant procedural documents including forms 

· UNE IT network policy

· UNE Risk Management Policy

· Conditions of UNE of Information & Communication Facilities & Services - Rules  

· UNE IT Security Objectives and Framework 

· UNE IT Security audit (most recent version)
· UNE IT Security internal review results and recommendations (most recent version) 

· Other current UNE IT policies -  http://www.une.edu.au/policies/itc.php 

