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1. Rationale and Scope

1.1 These Objectives and Framework have been established pursuant to the University of New England’s Information Technology (IT) Security Policy. The Framework seek to establish standards and guidelines that enact the University’s IT Security Policy.

2. Principles

2.1 These Objectives and Framework contain reference to objectives derived from the relevant information security management codes of practice, and to the IT Security management framework for setting control objectives and controls  

3. Responsibilities 

3.1 Senior management has the responsibility to: 
· Approve and enforce IT Security policy

· Comply with all relevant legislation

· Ensure the independence of audit and review activities

3.2 The Director – Information Technology Directorate (ITD) has the responsibility to publish and execute IT Security policy and procedures

3.3 ITD management has the responsibility to:

· Design, implement and manage security incident processes.

· Initiate and proactively manage activities identified in the IT Security management framework.

· Conduct risk assessments on regular basis

· Ensure measures raised in assessments are implemented in accordance with the risk profile and ensure the root-causes of risks are fully addressed.

· Conduct continual improvement programs to improve overall maturity.

· Comply with all relevant State, Federal and International law

· Ensure the independence of audit and review activities

· Initiate regular audit activities.

3.4 IT Officers have the responsibility to:
· Obtain and maintain an awareness of IT Security policy and objectives as they relate to their role.

· Report all possible security breaches following the security incident management process.

· Comply with all relevant State, Federal and International law

· Subscribe to the principle of the independence of audit and review activities

3.5 The UNE IT user community has the responsibility to:
· Obtain and maintain an awareness of IT Security policy and objectives as they relate to the UNE user community.

· Keep access control information (user-id and password) private and secure.

· Use bona fide identity access control information to access services.

· Not forge email or other forms of electronic correspondence and messaging.

· Report all possible security breaches following the security incident management process.

· Comply with all relevant State, Federal and International law

3.6 Third parties have the responsibility to:
· Obtain and maintain an awareness of IT Security policy and objectives as they relate to third parties

· Keep access control information (user-id and password) private and secure.

· Report all possible security breaches following the security incident management process.

· Comply with all relevant State, Federal and International law

· Comply with UNE related contracts.
4. Code of Practice for information security management objectives

4.1 UNE’s IT Security Policy objectives are directly derived from those listed in “AS/NZS 27002:2006 Code of Practice for information security management”, Clauses 5-18 to ensure UNE IT Security imperatives are demonstrably aligned with best practice for IT industry and corporate governance requirements.

4.2 These objectives are listed below.

	4.3 Security Policy

	4.3.1  Information Security Policy
	Objective: To provide management direction and support for information security in accordance with business requirements and relevant laws and regulations.[Mandatory]


	4.4 Organisation of information security

	4.4.1  Internal organisation
	Objective: To manage information security within the organization. [Mandatory]

	4.4.2 External Parties
	Objective: To maintain the security of the organization’s information and information processing facilities that are accessed, processed, communicated to, or managed by external parties.


	4.5 Asset management

	4.5.1 Responsibility for Assets
	Objective: To achieve and maintain appropriate protection of organizational assets. As they relate to information storage, processing, presentation and transfer.


	4.5.2 Information Classification
	Objective: To ensure that information receives an appropriate level of protection in terms of varying degrees of sensitivity and criticality which is dependent on the needs, priorities, and expected degree of protection provided by the UNE community.



	4.6 Human Resources Security

	4.6.1 Prior to Employment
	Objective: To ensure that prior to employment or engagement, employees, contractors and third party users understand their responsibilities, and are suitable for the roles they are considered for, and to reduce the risk of theft, fraud or misuse of facilities.

	4.6.2 During Employment


	Objective: To ensure that throughout employment or engagement employees, contractors and third party users are aware of information security threats and concerns, their responsibilities and liabilities, and are equipped to support organizational security policy in the course of their normal work, and to reduce the risk of human error. [ESSENTIAL]

	4.6.3 Termination or change in Employment
	Objective: To ensure that employees, contractors and third party users exit an organization or change employment in an orderly manner.


	4.7 Physical and Environmental Security

	4.7.1 Secure Areas
	Objective: To prevent unauthorized physical access, damage, and interference to the organization’s premises and information.

	4.7.2 Equipment Security
	Objective: To prevent loss, damage, theft or compromise of assets and interruption to the organization’s activities.


	4.8 Communications and Operations Management

	4.8.1 Operational procedures and responsibilities
	Objective:  To ensure the correct and secure operation of information processing facilities.

	4.8.2 Third party service delivery management
	Objective: To implement and maintain the appropriate level of information security and service delivery in line with third party service delivery agreements.

	4.8.3 System planning and acceptance
	Objective: To minimize the risk of systems failures.

	4.8.4 Protection against malicious and mobile code
	Objective:  To protect the integrity of software and information.

	4.8.5 Back-up
	Objective:  To maintain the integrity and availability of information and information processing Facilities though the implementation of an agreed back-up policy and strategy.

	4.8.6 Network security management
	Objective:   To ensure the protection of information in networks and the protection of the supporting infrastructure.

	4.8.7 Media handling
	Objective: To prevent unauthorized disclosure, modification, removal or destruction of assets, and interruption to business activities.

	4.8.8 Exchange of information
	Objective: To maintain the security of information and software exchanged within an organization and with any external entity

	4.8.9 Electronic commerce services
	Objective: To ensure the security of electronic commerce services, and their secure use.

	4.8.10 Monitoring
	Objective: To detect unauthorised information processing activities.


	4.9 Access Control

	4.9.1 Business requirement for access control
	Objective: To control access to information.

	4.9.2 User access management
	Objective: To ensure authorized user access and to prevent unauthorized access to information systems.

	4.9.3 User responsibilities
	Objective:  To prevent unauthorized user access, and compromise or theft of information and information processing facilities.

	4.9.4 Network access control
	Objective: To prevent unauthorized access to networked services.

	4.9.5 Operation system access control
	Objective:  To prevent unauthorized access to operating systems.

	4.9.6 Application and information access control
	Objective: To prevent unauthorized access to information held in application systems.

	4.9.7 Mobile computing and teleworking
	Objective:  To ensure information security when using mobile computing and teleworking facilities.


	4.10 Information Systems Acquisition, Development and Maintenance

	4.10.1 Security requirements of information systems
	Objective: To ensure that security is an integral part of information systems.

	4.10.2 Correct processing in applications
	Objective: To prevent errors, loss, unauthorized modification or misuse of information in applications.

	4.10.3 Cryptographic controls
	Objective: To protect the confidentiality, authenticity or integrity of information by cryptographic means.

	4.10.4 Security of system files
	Objective: To ensure the security of system files.

	4.10.5 Security in development and support processes
	Objective: To maintain the security of application system software and information.

	4.10.6 Technical vulnerability management
	Objective: To reduce risks resulting from exploitation of published technical vulnerabilities.


	4.11 Information Security Incident Management

	4.11.1 Reporting information security events and weaknesses
	Objective: To ensure information security events and weaknesses associated with information systems are communicated in a manner allowing timely corrective action to be taken.

	4.11.2 Management of information security incidents and improvements
	Objective: To ensure a consistent and effective approach is applied to the management of information security incidents.


	4.12 Business Continuity Management

	4.12.1 Information security aspects of business continuity management
	Objective: To counteract interruptions to business activities and to protect critical business processes from the effects of major failures of information systems or disasters and to ensure their timely resumption through the implementation of a business continuity management process.


	4.13 Compliance

	4.13.1 Compliance with legal requirements
	Objective: To avoid breaches of any law, statutory, regulatory or contractual obligations, and of any security requirements. [ESSENTIAL]

	4.13.2 Compliance with security policies and standards, and technical compliance
	Objective: To ensure compliance of systems with organizational security policies and standards through regular reviews and audits against agreed security policies, applicable security implementation standards and documented security controls.

	4.13.3 Information systems audit considerations
	Objective: To maximize the effectiveness of and to minimize interference to/from the information systems audit process.


5. IT Security management framework for setting control objectives and controls  

5.1 Approach

UNE risk management policies, processes and procedures are established in accordance with the following standards:

· AS/NZS 4360:2004 Risk Management

· ISO 31000 Risk management — Principles and guidelines on implementation

· HB 221:2004 Business Continuity Management

The UNE risk management process forms the basis for the procedures for setting IT Security Risk control objectives and controls. A computerised system is used as the enabler for risk analysis processes. The Deming cycle is used to deliver continual improvement processes for IT Security.

5.2 Continual improvement process

Plan
1. Identify components of the UNE enterprise architecture in terms of :-

· Existing information security policy, objectives, and activities that are currently used to deliver  business objectives 

· Processes which  form the business services

· Skill and knowledge resources

· Technology components

· Organisational culture and structure

· Legal, statutory, regulatory, and contractual requirements

2. Analyse the identified enterprise architecture dependency on UNE information processing environment 

3. Identify and validate UNE risk assessment methodology

4. Identify  the risks

5. Analyse the risks in terms of Business impacts, likelihood of occurrence, estimated levels of Risk and acceptable levels of risk

6. Identify options for treating risks

7. Design control objectives and controls that will be used to mitigate risks

8. Obtain management approval of residual risk

Do
· Implement Controls in a planned way

Check
· Undertake regular external audits and internal reviews.

· Ensure ownership and management support is strong.

Act
· Implement measures raised in assessments and ensure the root causes of risks are fully addressed.

· Conduct continual improvement programs to improve overall maturity.
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ANNEXURES: (not subject to approval above)

Relevant procedural documents including forms 
· UNE IT Security Policy 

· UNE IT Network policy
· UNE Risk Management Policy

· Conditions of UNE of Information & Communication Facilities & Services - Rules  
· UNE IT Security audit (most recent version) - 

· UNE IT Security internal review results and recommendations (most recent version) - 

· Other current UNE IT policies -  http://www.une.edu.au/policies/itc.php 

